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Social  Media  and  Web  2.0  tools  have  dramatically 
increased the amount of previously private data that users 
share  on  the  Web;  now  with  the  advent  of  GPS-enabled 
smartphones users are also actively sharing their location 
data through a variety of applications and services. Existing 
research has explored people’s privacy attitudes, and shown 
that the way people trade their personal data for services of 
value  can  be  inconsistent  with  their  stated  privacy 
preferences (a phenomenon known as the privacy paradox). 
In this paper we present a study into privacy and location 
sharing, using quantitative analysis to show the presence of 
the paradox, and qualitative analysis in order to reveal the 
factors that lie behind it. Our analysis indicates that privacy 
decision-making can be seen as a process of structuration, 
in  that  people  do  not  make  location-sharing  decisions  as 
entirely free agents and are instead heavily influenced by 
contextual  factors  (external  structures)  during  trade-off 
decisions.  Collectively  these  decisions  may  themselves 
become  new  structures  influencing  future  decisions.  Our 
work  has  important  consequences  both  for  the 
understanding of how users arrive at privacy decisions, and 
also for the potential design of privacy systems. 
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INTRODUCTION 
Since  the  popularization  of  the  World  Wide  Web,  and 
especially  since  the  advent  of  social  media  systems,  an 
increasing  amount  of  personal  data  is  being  published 
online  that  would  previously  have  been  considered  as 
private, including personal attributes, friendships and work 
history. This information can take many forms (including 
photos and videos) but due to the explosion in GPS enabled 
devices there is an increasing trend for mobile applications 
to ask people to share their location, either in exchange for 
an information service (e.g. IMDb, Wikipedia) or to support 
social communication (e.g. Facebook, Twitter).  
In  previous  work  we  have  argued  that  location  plays  an 
important role as an information catalyst, allowing systems 
to  infer  new  data  about  people,  often  without  their 
knowledge  [25].  Due  to  this  inferential  power  people’s 
attitudes to their location data are especially important.  
Although the public are aware of numerous controversies 
around  privacy  (such  as  the  continuous  changes  in  the 
privacy  settings  of  Facebook  or  concerns  around  iPhone 
location  tracking
1)  users  do  not  seem  to  be  adversely 
worried about the privacy issues that are raised. According 
to the latest survey by Microsoft less than half of adults and 
children consider the effects of their online actions on their 
personal reputation and even less contemplate the effects 
these may have in the longer term [5].  
The  main  focus  of  our  research  is  to  understand  the 
underlying reasons why people trade their location on the 
Web and whether their disclosure behavior is paradoxical 
(as predicted by Norberg [16]) when compared with their 
stated attitudes towards location sharing. In order to address 
these issues we have conducted an online survey (with 150 
respondents) that investigated people's privacy decisions in 
real-life scenarios. We then undertook a quantitative and a 
qualitative  analysis  of  the  survey,  aiming  not  only  to 
provide statistical results, but also to explore in-depth the 
process  around  privacy  decisions,  especially  in  regard  to 
location.  Our  work  suggests  that  structuration  theory  [9] 
may  help  to  explain  people’s  behavior,  as  decisions  are 
based not just on personal values and beliefs (agency), but 
are  part  of  a  continuing  cycle  involving  other  contextual 
and situational factors (external structures). 
                                                              
1 http://petewarden.github.com/iPhoneTracker/   
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second section focuses on related research and provides a 
description of the privacy trade-off, privacy paradox, and 
structuration  theory.  The  third  section  presents  our 
methodology and the survey design, and the fourth section 
presents  the  analysis  of  the  quantitative  and  qualitative 
results. The final section discusses our findings and what 
they may mean for future privacy systems, discusses our 
future work plans, and summarizes the contributions of the 
research. 
BACKGROUND 
A number of studies have focused on people’s attitudes on 
the  Web  and  social  networks  specifically.  They  paint  a 
mixed picture of users who are concerned about privacy, 
but who struggle to set appropriate preferences and whose 
behavior does not necessarily follow that concern.  
For example, a US-nationwide survey showed that 58% of 
their respondents have private profiles in social networks, 
whereas half of the respondents stated that they have some 
difficulties managing their privacy settings [14]. A survey 
focusing on Facebook that was conducted twice with the 
same group of young people (in 2009 and 2010), revealed 
that being a regular user often coincided with more regular 
changes in their privacy settings [4]. 
Several  studies  have  focused  on  people’s  concerns  with 
regards to the privacy of their location. A survey focusing 
on  third  parties  tracking,  showed  that  63%  of  their 
participants  are  concerned  about  that  type  of  monitoring, 
whereas  50%  are  concerned  about  their  location  being 
monitored [24]. These concerns can be partially mitigated: 
Tsai et al. revealed that providing feedback to the users of a 
location sharing application reduces their privacy concerns 
[22], and further studies have shown that when users have 
the choice of different privacy settings but also of different 
location granularities, they feel more comfortable at sharing 
[21]. 
But  privacy  problems  go  beyond  issues  with  privacy 
settings.  Brandimarte  [6]  ran  a  study  consisting  of  three 
separate  experiments  that  showed  that  when  people  have 
the perception of being in control over the access to their 
data, they tend to reveal more sensitive information, even 
though in reality they become more exposed. Wiese et al. 
ran an online survey, where participants were asked to share 
information with others in several scenarios and found that 
when someone feels close to someone else they are more 
willing to share information with them [23].  
Privacy Theories 
Theoretical work around privacy has focused on how and 
why people make privacy decisions. One popular way of 
understanding this decision-making is to see it as a trade-
off,  where  individuals  exchange  their  private  data  for  a 
service that is perceived as valuable [1]. 
However,  the  tangible  and  intangible  consequences  of 
privacy are not easy to estimate and a plethora of factors 
may influence privacy decisions [3]. For example, the fact 
that people often choose the path that requires the minimum 
cognitive  effort.  Other  factors  that  influence  individuals' 
privacy  decisions  are  economic  benefits  [10,  11]  and 
incentives  towards  price  discrimination  [17],  which  are 
considered to be significant motives for people to release 
their information. Privacy decisions are also affected by the 
existence  of  incomplete  information  regarding  the  access 
rights  of  third  parties  to  an  individual's  data  but  also 
regarding  the  individual's  privacy  protection  levels  from 
third party access [2].  
Other  aspects  that  affect  these  decisions  are  general 
psychological biases, such as overconfidence, the valence 
effect (i.e. the belief that privacy invasions can only happen 
to other people but not to the individual themselves) and 
rational  ignorance  (i.e.  when  deep  understanding  of  a 
situation  to  form  a  rational  decision  requires  much  more 
effort than simply accepting its benefits) [2]. In that sense, 
the  privacy  trade-off  is  based  on  a  set  of  heuristically 
defined preferences rather than a rational evaluation of the 
consequences of the decision. 
These  factors  can  result  in  some  rather  inconsistent 
behavior that has been described as the privacy paradox, 
this  refers  to  a  disconnect  between  individual's  preferred 
information  sharing  intentions  and  their  actual  disclosure 
practices. Norberg [16] argues that behavioral intention to 
disclose is influenced by risk, whereas actual disclosure is 
based  on  trust  heuristics.  That  implies  that  the  risk 
consequences influence behavioral intentions but they are 
not  strong  enough  to  influence  the  actual  disclosure 
behavior.  
A number of experiments have been conducted that have 
demonstrated  people’s  paradoxical  behavior.  An  early 
experiment in the area, conducted before social networking 
sites  became  widely  popular,  revealed  that  although 
participants did state that privacy was important to them, 
they  tended  to  disclose  personal  information  to  a  virtual 
shopping  bot  [20].  Another  study  [12]  compared 
participants’ views on privacy with their behavior in an e-
commerce scenario, and  showed that  people do not have 
accurate  perceptions  of  their  own  knowledge  and 
understanding of privacy. 
According to [16], there are a number of challenges that 
appear while conducting research in the privacy paradox: 
• Privacy perceptions vary widely among different people 
and are highly contextual. 
• Different  researchers  use  different  research  methods  to 
evaluate privacy phenomena.  
• So  far,  researchers  have  focused  on  privacy  attitudes, 
intentions  and  concerns,  but  not  on  the  actual  privacy 
disclosure mechanisms that individuals employ. 
It  is  this  last  challenge  that  we  address  in  our  work, 
investigating privacy decisions around location-based data.  Structuration theory 
We  believe  that  Norberg’s  observation  that  behavioral 
intention is governed by risk, but actual disclosure by trust, 
can be understood through the application of structuration 
theory.  Structuration  is  a  social  theory,  developed  by 
Anthony  Giddens,  which  frames  behavior  as  a  balance 
between structure and agency, where the structure refers to 
the rules and resources that shape people’s behavior, and 
the agent refers to people’s ability to act based on their free 
choices  [9].  In  that  way  the  number  of  choices  that  are 
available to people is constrained through structures. The 
relationship  between  agents  and  structures  has  been  the 
subject  of  a  long  dispute  among  sociologists.  Giddens 
offered a new approach to this subject. At the core of the 
theory  of  structuration  lies  the  notion  of  “duality  of 
structure”; structures are the medium for decision-making 
but at the same time they are the outcome of the agents' 
decision-making.  In  that  sense  structure  has  a  dynamic 
nature, which is reproduced through practice. 
Structuration  theory  has  been  used  and  expanded  to 
understand the relationship between technology and people. 
Jones  et  al.  provide  an  in-depth  review  of  papers  in  the 
Information  Systems  area  employing  structuration  [13]. 
Orlikowski introduced the “duality of technology”, where 
technology obtains structural properties: it is the product of 
people  and  it  is  the  people  who  apply  a  meaning  to  it, 
however  when  it  is  used  in  practice  it  becomes 
institutionalized [18].  Adaptive Structuration Theory was 
also  based  on  the  work  of  Giddens  and  focused  on  the 
relationship  between  “information  technologies,  social 
structures  and  human  interaction”  in  order  to  challenge 
what was perceived as a technocratic view of technology 
usage [8].  
Although  structuration  has  been  applied  to  different 
technology domains to the best of our knowledge it has not 
been used in the sphere of privacy on the Web. 
Structuration theory and the trade-off 
Structuration  theory  would  suggest  that  when  making 
privacy decisions people are constrained by structures (like 
trust, or social expectations) and are therefore not entirely 
acting  as  free  agents.  This  constraint  could  potentially 
account  for  the  differences  between  their  stated  privacy 
attitudes,  and  their  actual  privacy  behavior.  A  simple 
example of such a structure could be the privacy settings 
that  a  specific  online  application  applies  as  standard  and 
that every user is expected to follow (establishing a strong 
norm). This research aims to investigate whether there is 
evidence that can show that the privacy trade-off can be 
linked  to  the  theory  of  structuration.  In  other  words,  we 
explore whether people are influenced by a set of structures 
when  they  make  privacy  decisions  that  causes  them  to 
deviate  from  their  previously  stated  beliefs  and  whether 
those  decisions  could  potential  reinforce  or  create  new 
influential structures. 
DESIGNING THE SURVEY 
Our  survey  instrument  was  an  online  questionnaire  to 
explore people's stated attitudes to location privacy, but also 
to gather their actual disclosure behavior, and the reasoning 
behind their decision process. The research objective was to 
gain a deeper understanding of the way in which people 
trade their data in exchange for services, how they value 
their data in an abstract or objective sense, and how they 
justify decisions during the trade-off. Because of this the 
participant  scope  was  limited  to  people  who  use  mobile 
smart devices. The design of the survey included several 
steps, including a mapping of research objectives to survey 
questions to ensure coverage, the design of scenario-based 
questions in order to elicit realistic behavior, and validation 
through a small pilot study. Table 1 illustrates the first step, 
and  shows  how  the  research  questions  mapped  to  the 
different  types  of  survey  questions.  Apart  from  the  three 
sections that appear in the table, a section with demographic 
questions was also included in the survey.  
The largest section of the survey contained five scenario-
based questions that aimed to investigate the privacy trade-
off in practice. Participants were prompted to choose which 
of  a  set  of  Web-based  applications  they  actually  use 
(Wikipedia,  Facebook,  IMDb,  Twitter,  Foursquare).  The 
applications used were selected based on popularity
2.  
Depending on the applications they chose, they were then 
directed to different pages that contained a scenario-based 
question  for  each  of  their  chosen  applications.  For  each 
scenario they were asked to decide whether they would use 
the application in this scenario or not. They were prompted 
to decide between three choices: “Yes”, “Maybe” or “No”. 
The following is the Facebook scenario that was used in the 
survey: 
“Consider the following scenario. You are visiting a friend 
(who is also your Facebook friend) in another city. You are 
Research Question  Survey Sections 
How  do  people  perceive  and 




How  do  people  value  their 
location data in practice during 




To what extent do people act as 
agents  and  to  what  extent  are 
they  influenced  by  structures 




choices (1 for each 
scenario question) 
Table 1. Mapping the research questions to survey questions. 
                                                              
2http://www.time.com/time/specials/packages/completelist/0,2956
9,2044480,00.html  Age group  Number 
18-25  39 
26-34  87 
35-43  16 
44-on  8 
Table 2. Age groups of participants. 
going to dinner in a very popular restaurant of that city. 
Would you post your location on your Facebook wall?” 
The  reason  behind  this  design  of  the  scenario-based 
questions was to attract as spontaneous answers as possible. 
Studying location privacy has a number of issues to face. 
Survey  methods  may  not  provide  sufficient  information 
with  regards  to  people’s  actual  disclosure  behaviors,  as 
they cannot easily gather information about how people feel 
about privacy in practice [15]. Our survey therefore studied 
individual’s location privacy behaviors by asking questions 
in a real-life scenario (i.e. in context). In this way, survey 
participants  were  asked  to  reply  to  questions  that  were 
framed  within  scenarios  from  their  everyday  use  of  the 
Web.  In  addition  to  this,  by  developing  scenario-based 
questions participants were able to give qualitative answers 
(in the third section of the survey) that were concrete and 
situated in the specific scenarios. 
After they replied to all the scenario questions, participants 
were directed to a page where they were asked to justify 
their answers. The justifications were open text fields. The 
aim behind this qualitative data gathering was to provide a 
deeper insight into the mechanism of the privacy trade-off 
and the extent to which participants act as free agents in 
their privacy decisions.  
The  final  part  of  the  survey  contained  the  Likert-scale 
questions  with  regards  to  location  privacy  attitudes  and 
people’s privacy concerns. Up until this section, none of the 
questions were explicitly privacy related. This was done on 
purpose,  since  research  has  shown  that  questions  that 
contain privacy-related language have a strong effect on the 
way participants answer [7].  
Prior to its dissemination the survey was validated with a 
pilot  study,  where  a  small  number  of  test  participants 
answered the survey questions. The aim was to uncover any 
ambiguities  and  ensure  that  the  questionnaire  was 
completable in a reasonable time (ten to fifteen minutes), 
minor revisions to question wording were made during this 
time. 
The numerical and qualitative analysis of the survey was 
also  planned.  Simple  mean  could  be  calculated  for  the 
Likert  questions,  painting  a  picture  of  stated  privacy 
attitudes (a measure of agency). 
    Application Type  Number  Percentage 
Wikipedia  79  52.7% 
Social Networks 
(e.g. Facebook, Google+) 
126  84% 
Movies, Music, Event 
Planners 
(e.g. IMDb, Flixster) 
56  37.3% 
Microblogging Apps (e.g. 
Twitter) 
66  44% 
Location-based Social 
Networks (e.g. Foursquare)  18  12% 
Table 3. Applications used by participants. 
These could then be correlated with the responses to the 
scenario questions to see if stated privacy attitudes could 
predict  contextualized  privacy  decisions.    In  addition  we 
undertook  a  qualitative  analysis  of  the  justifications  for 
each scenario in order to explore the factors behind those 
decisions (a measure of structures). Coding of the data took 
place based on a qualitative thematic analysis [19], using 
NVivo 9. 
SURVEY RESULTS AND ANALYSIS 
The survey was disseminated through online social media, 
including Facebook, Twitter and Linkedin, but also through 
the mailing list of the research group at the University of 
Southampton. It remained open for 8 weeks and received 
150 responses - 90 male and 60 female. Table 2 shows the 
age groups of the participants. 56 participants came from 
the UK, 48 came from Greece, whereas the remaining 46 
came  from  25  other  European,  Asian,  American  and 
African countries. 
Statistical Results in Scenarios 
Before  coming  across  the  different  scenarios,  the 
participants  were  prompted  to  choose  what  type  of 
applications  they  use  in  practice.  Table  3  illustrates  the 
number  of  respondents  who  use  each  of  these  types  of 
applications.  According  to  the  table,  Social  networking 
applications  are    by  far  the  most  popular  applications; 
Wikipedia is also very popular. Twitter and IMDb have a 
Application  Yes  Maybe  No  Total 
Wikipedia  54  8  14  76 
Facebook  19  33  69  121 
IMDb  29  4  21  54 
Twitter  20  13  32  65 
Foursquare  6  3  9  18 
Table 4. Answers to the scenario-based questions.  
Figure 1. Percentages of answers to scenario-based questions. 
significant  number  of  users;  on  the  other  hand  location-
based social networks have a very small number of users. 
Depending  on  which  type  of  application  they  use, 
participants were directed to the corresponding scenarios. 
Table 4 illustrates participants' response to the question of 
whether they would share their location in each scenario. 
Figure 1 illustrates participants’ answers from Table 4 as 
percentages in a stacked bar chart and highlights which of 
the  applications  the  participants  trusted  more  with  their 
location  data.  Evidently,  Wikipedia  was  the  most  trusted 
application by the respondents, followed by IMDb. On the 
other side, Facebook was by far the less trusted application. 
Twitter and Foursquare users were almost equally divided 
between  people  who  are  negative  about  sharing  their 
location  on  these  applications  and  people  who  are  either 
positive or thinking about sharing their location. 
Privacy Attitudes 
The last section of the survey included questions regarding 
people's privacy attitudes, using Likert scale responses. 125 
out of 150 participants answered this section of the survey. 
Figure 2 shows people's concerns over their online privacy 
in general as well as location privacy. The questions they 
were asked are the following: 
• Question A. How concerned are you about threats to your 
online privacy?  
• Question B. How concerned are you about the fact that 
your location might be used for other purposes too?  
 
Figure 2. Participant concerns over their data. 
 
Figure 3. Participant answers regarding Questions C and D. 
Each  column  in  Figure  2  represents  the  number  of 
participants who chose the corresponding option. 
As anticipated, the majority (approximately 79% for both 
questions),  of  the  participants  answered  to  both  of  these 
questions either that they were very concerned or somewhat 
concerned. 
Figure 3 illustrates participant responses to questions that 
deal with their online privacy settings management: 
• Question  C.  Do  you  make  use  of  the  privacy  settings 
offered  by  Web  applications  to  control  access  to  your 
data? 
• Question D. In your mobile device do you ever have the 
location services setting on? 
In  Question  C  the  answers  participants  gave  were 
distributed  among  all  the  possible  answers;  however  the 
majority (64%) stated that they use their privacy settings at 
least once a month.  
In Question D the answers were also distributed among all 
the  choices.  The  largest  response  group  (30%)  answered 
that  they  are  not  sure  or  they  never  have  the  location 
settings on in their devices, but a significant minority (48%) 
had location services on at least once a month.  
Figure 4 shows people’s responses to questions that deal 
with their online location sharing attitudes: 
• Question E. How often do you post your location in a 
social networking application (Facebook, Twitter etc.)? 
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 Figure 5. Participant score with regards to location sharing. 
• Question  F.  Do  you  ever  allow  an  application  to 
determine your current location?  
In  Question  E  most  participants  answered  “Never/Not 
sure”, whereas in Question F all answers were distributed 
among all the options. In both questions only a very limited 
number  of  people  (3%  for  social  networks,  and  6%  for 
apps) published their location all the time.  
The Privacy Paradox  
Our findings are therefore in line with previous surveys on 
privacy attitudes and show that: 
• A majority of people are concerned about their privacy 
(79% responded concerned or somewhat concerned).  
• A  majority  of  people  use  privacy  settings  (64% 
responded that they use privacy settings at least once a 
month).  
• A  majority  of  people  actively  restrict  access  to  their 
location (94% allow applications to access their location 
once  a  week  or  less)  (97%  post  location  on  social 
networking sites once a week or less). 
However, existing work on personal data also predicts the 
existence  of  a  privacy  paradox  –  that  attitudes  towards 
privacy are more conservative than actual behavior. In our 
work we wanted to investigate whether the privacy paradox 
also applied to location data.  
The relationship between the responses of the participants 
in Questions A and B and their responses in the scenario-
based questions could verify the existence of the paradox. 
To  test  this,  the  different  options  in  these  two  questions 
were  transformed  into  numerical  variables  to  represent 
Concern, with values “Very concerned” = 3, “Somewhat 
concerned”  =  2,  “Not  very  concerned”  =  1  and  “Not 
concerned at all” = 0. A new variable was also introduced 
named  WillingnessToShare,  which  was  the  score  of  each 
participant’s  answer  in  the  three  most  popular  scenarios 
(Facebook, Wikipedia, Twitter). The score was calculated 
based on the answers the participant gave in each scenario 
(“Yes”=2, “Maybe”=1, “No”=0) divided by the number of 
answers. For instance, if the participant answered “Yes” in 
the Facebook scenario, “Maybe” in the Wikipedia scenario  
  
Figure 6. Plot between WillingnessToShare and Question A. 
and they didn’t answer the Twitter scenario (because they 
don’t  use  Twitter)  the  WillingnessToShare  in  this  case 
would be 1.50.  
Figure  5  illustrates  the  frequency  of  different  scores 
between  the  participants  ranging  from  0.00  to  2.00.  0.00 
represents  participants  who  only  answered  “No”  in  the 
scenarios,  whereas  2.00  that  refers  to  participants  who 
answered only “Yes” in the scenarios.  
Figure  6  and  Figure  7  illustrate  two  scatter  plots,  where 
WillingnessToShare is in the horizontal axis and Concern 
(derived from Question A or B) is on the vertical axis. It is 
worth pointing out that some points in these plots represent 
a single response, whereas others represent many responses 
with  the  same  values.  A  visual  inspection  of  both  plots 
suggests  that  there  is  no  correlation  between  these 
variables.  However,  we  wanted  to  test  statistically  the 
actual  correlation  between  them.  We  executed  the 
Kolmogorov-Smirnov  and  the  Shapiro-Wilk  tests  for 
normality for all three variables - Question A, Question B, 
WillingnessToShare - and discovered that in all cases the 
data is not normally distributed (Sig. = 0.01).  
For  this  reason  we  conducted  both  a  Pearson’s  and  a 
Spearman’s  correlation  test  (assuming  that  Spearman’s 
would  be  less  sensitive  to  outliers).  The  results  of  the 
correlation  between  Question  A  and  Question  B  showed 
that there is a moderate correlation between them, which is 
statistically significant (Pearson’s r =0.527, p = 0.001 and 
Spearman’s rs = 0.528, p = 0.001). In other words, people  
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Question	 ﾠB	 ﾠwho are concerned about privacy in general also tend to be 
concerned about the privacy of their location-data. 
However,  the  results  of  the  correlation  between 
WillingnessToShare and Concern measured in Question A 
(Pearson’s r = 0.067, p = 0.492 and Spearman’s rs = 0.073, 
p = 0.453), as well as in Question B (Pearson’s r = 0.103, p 
= 0.285 and Spearman’s rs = 0.091, p = 0.348), were not 
statistically significant.  
This finding supports the existence of the privacy paradox, 
since it shows that there is no strong correlation between 
people’s attitudes and their actual behavior.  
Qualitative Analysis of Scenarios 
For each scenario that a participant replied, they were asked 
to  justify  their  decisions  in  a  single  open  answer.  We 
carried out a qualitative analysis of these responses, based 
on the identification of themes, and then coding responses 
against those themes. 
In  total  we  recorded  303  justifications  across  the  five 
scenarios, with an average justification length of 18 words. 
Quite often participants used the same or similar wording 
within  their  justifications.  Figures  8  and  9  illustrate  two 
examples of top word occurrences in the two applications 
that  had  the  greatest  number  of  responses;  the  first  one 
shows the most popular word in the Facebook justifications, 
whereas  the  second  one  the  most  popular  word  in  the 
Wikipedia justifications. These diagrams show that while 
some words are common, they are used in a wide range of 
ways,  and  although  these  diagrams  provide  interesting 
examples  of  individuals  reasoning,  a  more  sophisticated 
thematic analysis was needed to locate patterns.  
We began with a familiarisation stage where we established 
and developed a thematic framework for the analysis. For  
 
Figure 8. Occurrences of the word “friends” in the 
justifications for the Facebook scenario. 
  
Figure 9. Occurrences of the word “trust” in the justifications 
for the Wikipedia scenario. 
example, many participants stated that they would post their 
location on Wikipedia, simply because it is a helpful and 
convenient service –  establishing a theme of ‘application 
benefits’.  For  many  participants  trust  in  the  service  was 
very  important,  many  would  trust  Wikipedia  but  not 
Facebook  –  establishing  a  theme  of  ‘trust  in  the 
application’. We then coded each justification against these 
themes, refining and/or extending the thematic framework 
where necessary. 
Finally  we  undertook  a  process  of  mapping  and 
interpretation, clustering themes together in order to make 
sense of the responses as a whole. We did this across a two 
dimensional  matrix.  The  first  dimension  was  a  simple 
categorisation  based  on  whether  the  participant  had 
answered positively, neutrally or negatively to the location-
sharing question.  The second was inspired by structuration, 
and the duality of agency and structure.  
Table 5 shows all the themes placed into the matrix; the 
number of justifications coded for each theme is listed in 
brackets after the name of the theme. In the structuration 
dimension we placed each theme in one of three categories: 
Agency, Contextual and Situated Aspects. 
The first category of Agency Aspects deals with people’s 
generic opinions and views. Almost all the themes within 
this category reflected participants’ negative opinions with 
regards to online location sharing. In other words, people 
who did not wish to publish their location tended to make 
justifications based on their general views, rather than some 
feature or aspect of the scenario. They were therefore acting 
as  largely  as  agents.  For  example,  many  people  stated 
simply  that  they  are  not  willing  to  publish  their  location 
online; some said that they are not interested in doing so, 
whereas others said that they do not feel comfortable with 
it. Many also claimed that privacy and safety are the main 
reasons for their wish not to share online their location. 
The second category ‘Contextual Aspects’ contains themes 
that  highlight  how  people’s  decisions  were  influenced 
either positively or negatively from the context in which 
they share their location with each application. They show 
the confluence of personal views with the specifics of the 
scenario, revealing how both agency and structure are used 
to reach decisions.  
 Answer  Agency Aspects  Contextual Aspects  Situated Aspects 
Yes  Comfortable with sharing online 
(3) 
Application Benefits (214) 
a.  Helpful Application (51) 
b.  Convenient Application (11) 
c.  Speed of Access (6) 
Trust in the application (21) 
Location not visible to others (10) 
Location visible to others (20) 
No data manipulation or tracking 
by the application (9) 
Sharing experience with others (9) 
Weighing the positive benefits in 
this situation (5) 
Public event (4) 
Work related event (3) 
Maybe   
Wishing control over my data and 
their publication (10) 
Location used as 
metadata/secondary data (in Twitter 
only) (2) 
For fun or out of curiosity (10) 
Location visible to others (9) 
Sharing experience with others (7) 
Weighing the benefits in this 
situation (7) 
Depends on the type of the event (6) 
a.  Private or public event (5) 
Depends on the location (2) 
No 
Not interested in publishing my 
location online (14) 
Unwilling to share my location 
(47) 
a.  Uncomfortable with sharing 
it with others (5) 
Privacy Reasons (34) 
a.  For safety or security 
reasons (8) 
b.  Being at sensitive locations 
(2) 
There is no use of sharing my 
location online (24) 
Existence of alternative options/ 
applications (8) 
Lack of trust in the application (16) 
Concerns over data manipulation 
(12)   
a.  Data of use only to the 
companies (4) 
Location visible to others (8) 
Willing to share with friends only 
(4) 
Private event (4) 
 
Table 5. Matrix of identified themes. 
Many  participants,  who  gave  positive  responses  in  this 
category, stressed the benefits of the applications, and how 
helpful and convenient they are. The two main applications 
that received such justifications were Wikipedia and IMDb. 
Wikipedia was also considered a trustworthy application, 
whereas  Facebook  was  considered  not  trusted.  Some 
participants also expressed concerns over their data being 
manipulated through Facebook. In comparison to this, some 
participants were happy to use applications like Wikipedia, 
because, as they claimed, their data was not manipulated. 
Significantly, for some people the fact that their location 
was not shared to other people in some of the applications 
(Wikipedia, IMDb) was a positive factor, whereas for other 
people the fact that their location was shared with others (in 
social  networks  e.g.  Facebook,  Twitter)  was  a  positive 
factor. In the case of IMDb some participants stated that 
there are other alternatives to that application, they would 
prefer to use - e.g. Google search. 
The third category, named as “Situated Aspects”, refers to 
the aspects that influenced participants’ decisions within the 
context  of  the  scenario  presented  to  them  through  the 
survey. In this category the majority of the themes refer to 
participants whose answer in the scenarios was “Maybe”. In 
that sense, the participants would act under the influence of 
the  set  of  structures  given  in  the  context  of  the  specific 
scenario that was presented to them. All the themes deal 
with  situated  aspects  of  the  scenarios,  such  as  people’s 
mood, or the location they are in, if it is a public or private, 
etc. Many participants stated that they would publish their 
location,  if  they  wanted  to  make  it  visible  to  others,  for 
example  their  Twitter  followers.  Some  people  wished  to 
share their experience –as described in the scenario– with 
their friends in a social network.  
Taking into account these three categories, it is evident that 






Yes  3  274  21 
Maybe  0  12  46 
No  119  48  4 
Table 6. Number of justifications coded in the themes. 
agents  whereas  the  majority  was  influenced  by  the 
structures present in the scenario, a fact that indicates that 
in practice most people tend to negotiate their privacy, and 
weigh  the  costs  and  benefits  of  the  privacy  trade-off 
depending on the context. 
Table 6 shows the total number of justifications that were 
coded in all the identified themes per cell. The table verifies 
the analysis of the coding. Participants who acted largely as 
agents gave negative responses, whereas the responses of 
the  participants,  who  were  influenced  by  the  structures, 
were more dispersed among the three possible answers and 
tended to be more positive in their answers.  
CONCLUSIONS 
In today’s digital world people are increasingly being asked 
to  share  information  about  themselves  that  would 
previously have been regarded as private. The availability 
of smart devices enabled with GPS functionality means that 
this now includes location information, a key piece of data 
that can act as a catalyst for further inference. 
Previous  work  on  privacy  has  identified  that  individuals 
make  privacy  decisions  as  part  of  a  privacy  trade-off, 
exchanging data for services of value, however it has also 
shown that people’s behavior is not consistent with their 
stated  privacy  values,  an  issue  known  as  the  privacy 
paradox.  The  privacy  paradox  has  implications  for  the 
design of privacy systems, as it implies that people actually 
act rather differently than their stated preferences imply. 
In  this  paper  we  have  presented  a  survey  of  150  people 
designed to investigate whether the privacy paradox holds 
for  location  data,  and  to  explore  the  reasoning  behind 
location privacy decisions. Our results show that there is no 
correlation between people’s stated views on privacy and 
their behavior within a number of common scenarios. This 
is evidence that the privacy paradox does apply to location 
data.  
We then performed a thematic analysis on the qualitative 
parts  of  the  survey  in  order  to  illuminate  the  decision 
making process. Our analysis shows that privacy decisions 
can  be  seen  as  part  of  a  process  of  structuration,  where 
attitudes and values (people’s free agency) are tempered by 
situation and context (external structure). Our coding also 
suggests that agency is most often a negative influence on 
sharing, whereas structures tend to be a positive influence. 
This might explain why individuals claim to share more of 
their private information in practice than their beliefs would 
otherwise predict.  
Seeing  privacy  decision  making  as  a  process  of 
structuration  also  implies  that  agency  leads  to  new 
structures,  in  other  words  that  decisions  establish  new 
norms  that  become  new  influencing  structure.  This  may 
explain  how  sharing  private  information  has  become 
established, especially with social media and location-based 
smartphone apps.  
Our  structuration  analysis  informs  the  ongoing  work  of 
Privacy by Design [26] and has implications for the design 
of  privacy  systems,  especially  in  the  way  that  privacy 
preferences  are  recorded,  as  it  implies  that  privacy 
preferences  should  not  be  static,  as  users’  attitudes  are 
dynamic  and  dependent  on  external  structures  that  only 
become  apparent  in  a  given  context.  Nissenbaum  has 
highlighted  the  importance  of  social  context,  as  a 
“structured social setting” with dynamic characteristics, in 
understanding the issues surrounding privacy [27]. In our 
future  work  we  hope  to  explore  the  potential  of  privacy 
systems  that  make  dynamic  decisions  based  on  privacy 
preferences combined with contextual factors (such as who 
the  person  is  with,  what  company  is  involved  in  the 
transaction,  etc).  We  also  intend  to  extend  our  analysis 
through  a  series  of  focus  groups,  to  further  verify  our 
survey results, more deeply explore the cycle of agency and 
structure, and also to explore demographic issues including 
gender differences.  
Privacy  is  a  complex  issue  that  will  only  become  more 
important as our online and offline interactions merge. In 
our work we have shown that the privacy paradox holds for 
location data, and have presented evidence that the paradox 
can  be  (at  least  partially)  explained  by  viewing  privacy 
disclosure decisions as part of a process of structuration. 
Our hope is that this analysis will both inform the on-going 
debate about online privacy, but also allow for the design of 
new and more sophisticated privacy systems that are better 
at    predicting  the  decisions  their  users  would  make  in  a 
given situation and context.  
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